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Tap aggregation manager

The Tap Aggregation Manager (TAM) is a GUI front-end for configuring and monitoring Tap
Aggregation features of Arista switches. Version 2.0, introduced in EOS-4.15.0F, includes
several new features and enhancements, and supports new platforms.

= new tabbed interface design with resizable sidebars

= enhanced ACL Editor in its own tab

= enhanced interface visualization and bundling

= traffic steering configuration via ACLs, Class Maps and Policy Maps
= support for DCS-7500 series switches

= |P V6 ACL support

= new guided Tour to orient first time users
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Configuration

Basic configuration

= In order to start the TAM, simply enable Command API on the switch:

7150 (config) #management api http-commands
7150 (config-mgmt-api-http-cmds) #no shutdown

= TAM can then be accessed at from a web browser at the following URL:
http[s]://<switch>/apps/TapAgg/

Enabling HTTPS

If you want to enable HTTPS, use the following commands:

7150 (config) #management api http-commands
7150 (config-mgmt-api-http-cmds) #no protocol http
7150 (config-mgmt-api-http-cmds) #protocol https
7150 (config-mgmt-api-http-cmds) #no shutdown

Guided tour

There is a guided tour that can be launched by clicking the Tour button in the top right corner of
the header bar. The tour will walk through the various views and tabs to give a brief overview of
the app. Use the Back and Next buttons or the left and right arrow keys to navigate back and
forth between the steps of the tour.

The remainder of the tour can be skipped at any time by clicking the Skip button or clicking
anywhere outside of the tour dialog.

Main screen layout

The main TAM screen is divided into a header area and a main content area with three tabs for:

= Connections
= ACLs

» Traffic Steering

Quick Guide for TAPAGG Gui, ver 1.0, June 2015
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Figure: Main Screen Layout

Connections tab

The Connections tab is split into an overview area on the left side of the screen and a context-
specific Configuration Sidebar on the right side of the screen.

Clicking on an element in the overview area will retarget the Configuration Sidebar to show
information related to the clicked element. The different types of elements that can be clicked
are:

= Tool Interfaces
= Tap Interfaces
= Aggregation Groups

In addition, clicking anywhere in the blank area of the overview area, or clicking the Deselect
button at the top of the Configuration Sidebar, will show details about the Switch itself in the
Configuration Sidebar.
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Figure: Connections Tab

Interface bundling

Interfaces with similar characteristics are grouped under a single collapsible Ul element.

v 2 Imterfaces [ ]
DEFAULT GROUPS: PacketSniffer SecurityMonitor (]
W 2 Interfaces [ ]
Ethernet2, Ethernet14
DEFAULT GROUPS: SecurityMonitor VirusScanner i
v 5 Interfaces [ ]
Ethernet3
Ethernetd
Ethernet11
Ethernet12
DEFAULT GROUPS: PacketSniffer ¢

Figure: Interface Bundles (Tap)
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Specifically, the attributes that must be the same in order for interfaces to be bundled together
are:
Taps

= Aggregation Group names

= Direct interface names (both ports and port channels)

= Policy map applied to the tap (can only have one)
Tools

= Aggregation Group names

= Direct interface names (both ports and port channels)

This reduces Ul clutter and allows the Ul to scale for modular chassis switches such as the DCS-
7508E which can have over 1000 interfaces.

Interface filtering

When clicking the Add Interface(s) edit box under Tap Interfaces at the top of the overview area,
a dropdown list appears showing all available interfaces. Type in a filter string into the filter box
to show only specific interfaces (e.g., if you type “10-20", then only interfaces in the range 10-20
will appear, such as Ethernetl0, Ethernetll, etc.)

The same filtering is provided when clicking on the Add Interface(s) edit box under Tool
Interfaces.
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Figure: Interface Filter Popup
Configuration sidebar
The configuration sidebar shows context-specific information based on what is selected on the

Connections Tab. Information is organized into a set of vertical sub-sections which can be
opened or closed as desired.

NOTE: Sidebar sub-sections remember their open/closed status as the user navigates the Ul
from tab to tab and view to view. The sub-sections do not, however, remember their status
across a browser refresh.

Switch
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When no other element is selected, the Configuration Sidebar shows information related to the
Switch itself.

Switch Details

| Device: rol57

v Switch Details

Madel:
Arista DCS-71505-24-F

Version:
4.15.0F-2390404.evansbugfixeric
{engineering build)

Serial:
JPE12460964

Uptime:
52 mins ago

Tap Aggregation

L Q)
LANZ

OFF
View

Running Gonfig = Config Dift
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v Recent Syslog Messages

NOTICE S5YS-CONFIG_I 17 mins ago

Configured from console by admin
on command-apli (190.81.68.21)

NOTICE SYS-CONFIG_E 17 mins ago
Enter configuration mode from
console by admin on command-api
(10.81.68.21)

NOTICE SYS-CONFIG_I 17 mins ago
Configured from console by admin
on command-api (19.81.68.21)

NOTICE SYS-CONFIG_E 17 mins ago
Enter configuration mode from

roncnl e bv admin on command-ani

View  More Messages Recent Errors

Figure: Switch Sidebar
Running config
When the Switch is selected in the Configuration Sidebar, the user can view or save the current

Running Config of the switch and see a Config diff using the Running Config, Save Config and
Config Diff buttons respectively.
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Running config

! Command: show running-config

! device: rol57 (DCS-71585-24, E0S-4.15.0F-2398484.evansbugfixeric
(engineering build))

1

! boot system flash:/E05.swi

1

transceiver gqsfp default-mode 4x18G

1

gueue—monitor length update-interval 5200000
1

no 1ldp run

1

no logging console

1

hostname rol57

ip name-server vrf default 172.22.22.40
ip domain-name sjc.aristanetworks.com

ip domain-list aristanetworks.com
1

Diff between running and startup config

— flash:/startup-config
+++ systes:/running~config
22 -22,35 +22,66 ¢
202 root secret 5 $155gswaV1BSs3daM/gMR/8. CyvpQdiTil
aaa authentication policy local allow-nopassword-resote-login
|
*tap aggregation
+ node exclusive
e
clock timezone PSTSPOT
]
interface Ethernetl
. switchport mode tap
+« switchpert tap default group PacketSniffer group SecurityMonito
r
]
interface Etharnet
. switchport mode tap
. switchport tap default group SecurityMonitor group VirusScanner

Figure: Running Config and Config Diff Popups
Syslog / Errors

When the Switch is selected in the Configuration Sidebar, the user can view recent Syslog
messages or errors by clicking the More Messages or Recent Errors buttons respectively.
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Recent syslog messages

Time Severity Process Facility Mnemonic
4/21/2015, 3:59:33 PM NOTICE CapiApp  SYS CONFIG_E

Enter configuration mode from console by admin on command-api (10.81.68.21)
4/21/2015, 3:59:33 PM NOTICE CapiApp  SYS CONFIG_I
Configured from console by admin on command-api (10.81.68.21)
4/21/2015, 3:59:20 PM NOTICE CapiApp  SYS CONFIG_|

Configured from console by admin on command-api (10.81.68.21)

4/21/2015, 3:59:19 PM NOTICE Capifpp  SYS CONFIG_E

Enter configuration mode from console by admin on command-api (10.81.68.21)
4/21/2015, 3:58:39 PM NOTICE CapiApp SYS CONFIG_I
Configured from console by admin on command-api (10.81.68.21)
4/21/2015, 3:58:39 PM NOTICE CapiApp SYS CONFIG_E
Enter configuration mode from console by admin on command-api (10.81.68.21)

4/21/2015, 3:57:56 PM NOTICE CapiApp  SYS CONFIG_E

Enter configuration mode from console by admin on command-api (10.81.68.21)

Recent syslog errors

No messages

Figure: Syslog Messages and Syslog Errors Popups

Tap interface

Clicking on a Tap interface in the Connections Tab will retarget the Configuration Sidebar to show
the details for that Tap interface.
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Figure: Tap Interface Sidebar
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Tap Port Details — Allows for interface status changes with the Shutdown button when the
interface is up and the Enable button when the interface is down.

Ingress Traffic — A graph showing the recent ingress traffic for the selected interface.

Group Membership — A list of all the Groups of which this Tap is a member.

Default Interfaces — Users can direct traffic to specific Tool interfaces without the need for a
Tap Aggregation Group.
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= Filters — Enables adding either L2 or L3 ingress access-lists to the tap interface selected,
please use the Edit ACLs button to add/remove/change current access-lists.

= Traffic Steering — Allows application of Traffic Steering policies to be applied via the GUI,
please use the Edit Policy Maps button to add/remove/change current policy maps.

= Options - Filter VLANs with the Allowed Vlans selection box. Modify native vlan with the
Native Vlan selection box.

Tool port

Clicking on a Tool interface in the Connections Tab will retarget the Configuration Sidebar to
show the details for that Tool interface.
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Tool: Ethernet6

v Tool Port Details
Description:

Set

Interface Status:
down
Link Status:
notPresent (notconnect)
Link Speed:
10G
Mode:

Tol o

v Egress Traffic

10G

8G

0
15:48:001 5:49:000 5:50:001 5:51:001 5:52:00

Time
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Tx Packets 0 TxDrops ¥]

Tx Octets 0 | TxErrors 0
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v Group Membership

(f: PacketSniffer

X SecurityMonitor
® LGm-up Membership

LALEFin i il )

+ Filters

Egress IP ACL:
- None --

o -

Edit ACLs

v Options
Allowed Vlans:

Al Set All

Id Tagging:
OFF

Timestamp Mode:
Mone

L

Truncate to 160 bytes:
OFF
Figure: Tool Interface Sidebar

= Tool Port Details — Allows for interface status changes with the Shutdown button when the
interface is up and the Enable button when the interface is down.

= Egress Traffic — A graph showing the recent egress traffic for the selected interface.
=  Group Membership — A list of all the Groups of which this Tool is a member.

= Filters — Allows selection of an ACL to apply to egress traffic. Currently only IP ACLs are
supported.

= Options — Set the configuration of Allow Vlans, enable/disable Id Tagging, set the Timestamp
Mode, and enable/disable egress packet truncation to 160 bytes.

Aggregation group

Clicking on an Aggregation Group interface in the Connections Tab will retarget the Configuration
Sidebar to show the details for that Aggregation Group.
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Group: PacketSniffer

Tap Tool
v+ Tap Group Member Statistics
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Figure: Aggregation Group Sidebar (Tap Selected)
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Figure: Aggregation Group Sidebar (Tool Selected)

= Tap/Tool Toggle — Toggling between Tap and Tool will change the context of the dialogs
below.

= Group Member Statistics — Graph will show ingress or egress traffic depending on the
selection of Tap or Tool toggle above. Also shows the member groups and allows them to be
removed.
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= Add New Tap/Tool — Provides the ability to add Tap or Tool interfaces to group depending on
the selection of Tap or Tool toggle above.

= LANZ Queue Drops - for Tools only, shows a graph of LANZ packet drops.

ACLs tab

The ACLS tab provides the ability to create, delete (deconfigure) or edit ACLs. The following ACL
types are supported:

= [PV4ACLs
= [P V6 ACLs
= MAC ACLs

AR I STA Tap Aggregation Manager ro157.sjc.aristanetworks.com

L@ 3 Traffic Steering

il IP ACL: acl-abc-1

EEEETEE oo o000

permit ip any 10.10.20.42/24

o2 permit ip any 10.10.20.43/24
permit ip any 10.10.20.44/24

v IPV6 ACLs remark

acl-ipv6-1

v MAC ACLs

acl-mac-2

Figure: ACLs Tab

NOTE: If any of the ACL commands do not conform to the required format, then an error will be
shown at the bottom of the screen.

Traffic steering tab

The Traffic Steering tab allows a user to create and edit traffic steering policies.

The lists on the left side of the screen show the existing Class Maps and Policy Maps. Click any
item to select it and view its details in the right side of the screen.

The Create buttons allows a user to create a new Class Map or Policy Map.

The Deconfigure button will delete the current Class Map or Policy Map. The Revert button will
undo all changes to the current Class Map or Policy Map and switch the display back to showing
the current settings.

The Save button saves the current configuration of the Class Map or Policy Map to the switch.
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AR I STA Tap Aggregation Manager ro157.sjc.aristanetworks.com Tour
= -

v Class Maps

Class Map: class-map-1 Select an IP ACL... N+ - |

ACL Name

Address Type

class-map-2 P acl-abc-1 ®

v Policy Maps

Policy-Map-1

Figure: Traffic Steering — Class Map Editor

Ar\) ' STA Tap Aggregation Manager ro157.sjc.aristanetwo

v Policy Maps

Figure: Traffic Steering — Policy Map Editor

To add a Group to the Policy Map, click in the empty white space in the Send to these Groups
column in the row corresponding to the Class Map you want to edit..

To add an Interface to the Policy Map, click in the empty white space in the And send to these
Interfaces column in the row corresponding to the Class Map you want to edit.

Class Maps

When editing a Class Map, a user can select an IP ACL from the dropdown list in the upper right
corner and then click Add IP ACL to add the ACL to the Class Map.
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To remove an ACL from the current Class Map, click the [X] button in the rightmost column of the
table.

Policy Maps

When editing a Policy Map, a user can select a Class Map from the dropdown list in the upper
right corner and then click Add Class Map to add the Class map to the Policy Map.

To remove a Class Map from the current Policy Map, click the [X] button in the rightmost column
of the table.

Note that if a user have added a VLAN Id tag number and now want to remove it, then delete all
text from the VLAN Id field until it says “Default”, then click Save. A more obvious Ul will be
added for this in the future.

Troubleshooting

If a situation occurs where the displayed information in the TAM interface is not what was
expected, try refreshing the browser and see if it correct itself. If so, there may be a bug in the
TAM, so please report all findings with as much detail as possible, including any steps to
reproduce the behavior.

If the TAM appears to crash or otherwise becomes unresponsive, then open the JavaScript
Console with View->Developer->JavaScript Console. Refresh the browser and then retry the
operation that failed. Copy and paste any output from the JavaScript Console into a new bug
report.

Limitations

= A tap aggregation group can only be removed via the TAM if there are no Tap/Tool
interfaces associated with it.

= Tap Aggregation groups cannot be renamed — the workaround for this is removing and then
re-adding the tap aggregation group under a different name.

= |n order for the counter information to be accurate, the user’s browser and switch time should
be in the same time zone. Using an external sync mechanism such as NTP is recommended

= The Focus button has been removed from this release but will return in a future release.
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